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Abstract

The storage of personal health informatiomationwideelectronicpatient reord (EPR)has
led to a heated political debatethe NetherlandsThe link between the political attitudes of
individuals and the value given to health privacy is largely unknown. This study introduces the
Health Privacy and dlitical Attitudes Survey. Raults mostpolitical attitudes are not a good
predictor of ideas on health privadyt authoritariamattitudes strengthen the trust in
(government regulate@lectronic recorddNeak evidence suggests that women are more
enthusiastic about the EPR. Earlresearch from the Rathenau Institute (2009) indicated that

higher educated persons are less enthusiastic about the EPR; this study weakens their finding.
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1. Foreword

€ in the past no government had the power t
With the development of television, and the technical advance which made it possible to
receive and transmit simultaneouslytbe same instrument, private life came to an end.

O ANIi net edrmuEiog {tOy wel | ,

Today, | made a walk through the woods and heathland of the Veluwe, a region in the
Net herl ands where my fatheros famifdrits has | i
beautiful nature and olthshioned people. Only two generations ago, these people were
independent, lived on their own, and knew nothing about extensive regulations, digital
networks en electronic databases. In many respects, | belong to tarsiréging and
thinking in ways that many would regard as-dated.

After the walk, | switched on my computer. | have multiple computers at multiple locations,
earned my Microsoft systems engineer certification years ago, and | also explored the world of
arcane command line use with Linux. Being in information technology is not just about
technical skills. The geek world has its own literature, culture, and politics: from the
Hitchhi kerdés Guide to the Gal axy khasrepldtes f or
the city. Digital property is not bound to space or time. The flow of information can cross
boundaries that are taken for granted by the old world. This new culture and technology is
guiding the main culture to new roads. Access and avitabi information is becoming
limitless. The individual thus will have access to a limitless choice of ideas, lifestyles and art.
That changes the relation between society and the individual. Society will be less@btiet
the individtwadp beicanse themradividual eants choice and wants to choose
himself. Those who are first to discover the new information networks are more likely to reject
the authoritative tendencies of modern society and modern government. The people of the
current postmodern technoculture are often not understood by mainstream society, for they are

too far ahead of the others. | am a part of that culture, too.

So where does that leave me? On one foot | am standing in a world too old to be compatible
with modern alture, and on the other foot | am standing in the world of the artificial, too far
ahead of the mass to be compatible with modern culture. But what is, then, modern culture? |
like to define it as the natiestate with a fat government. It did not exigea hundred years
back, but now it does antitaxes and regulates the rsuatfree citizens as if they were part of a

machine. Its properties are bound to space and time. And, as such, it has difficulty coping with



the new digital networks that are defely not bound to space and time. The masses and the
governments want to tighten their grip on the new developments. Instead of doing nothing and
becoming irrelevant, some of them now try to guide and control the new developments. They
limit free speech othe internet and they create massive databases and espionage networks to
spy on their own citizens in order to protect and care for their citizens. It is a bit like the

Orwellian Big Brother, but in some respects, it is becoming even worse.

I will use medkcal records, the subject of this thesis, as an example. The electronic patient
record (EPR) will improve health care and will make patients less dependent on one hospital or
one doctor. It was developed by universities and private organisations, beitNettierlands,
it is now regulated by the government. The digital records make patients independent of space:
everywhere in the Kingdom of the Netherlands, their records will be available and medical care
can be arranged. No time is needed to transferetterds, and they will be available 24 hours

a day, 7 days a week@lependenof time).

The sciences of the artificial will penetrate and change our world like never before. New
possibilities are emging, and new risks. Many computer scientists and programmers love the
new possibilities, but at the same time urge the public to take measures to secure their privacy
and data. The problems begin to emerge when you think about the meaning of ownership of
data. Who owns the data? The creator of the data, the owner of the physical storage where it is
to be stored, the system administrator who controls the computer storage, the person that is
described by the data, or some higher regulating body? It isthdedibe, but for sure, when
you can control both the storage of, and the access to your data, then nobody can dispute your
ownership. For example: you have an encrypted memory stick with some nude photographs of
your girlfriend. As long as you do not gittee password to others, those photographs are
yours. But email them to some friends, and you lose all control. Or store themiocafide/ou
might think that you are the only one that has access, but who knows who can have access to
your online photogrdps, your online emails, your online tweets, and the list goes on and on.
Who knows who has access to your online medical reGoyds have to trust the
administrators of the database. You have no control over the storage media, nor do you have
control ove the access mechanisms. Things would be different if all your medical records

would be encrypted and only you would have the private key, but such is not the case.

| am using my own email server. | like to store my email on my own server. Maybe | am like
that guy i n bodkRaimbows Endnatrusee an ®ld computer, so that he could

have control over his own hardware and software. In the end, even his computer was taken



over. Digital information is of such nature; it is very hard to protect. &ligiformation is very
easy to replicate, accordinglttke (2009, astrophysicist in Leiden. He dislikes the EPR with a
passion, because he fears that the information will not be safe, and very hard to delete. He
would prefer to carry his medical recomis his own memory stick.

Mi nd though, that | wunderstand why the fAne
hospital will administer their own databases, and haeatral database for the medical records
will not exist. Instead, a national directomll be implemented, so that every doctor can search
for medical records and access them, wherever they are. This decentralised, distributed
database system is more robust and more secure. It has its advantages over the idea to carry
your records on a mempostick. Such memory sticks are easily forgotten, stolen or lost, and
while the data can be encrypted, such loss could be very dangerous for someone who needs
medical help. Databases also help to improve health care because they make epidemiological
reseach easier. But for legal, practical and other reasons, patients will often not be able to
change or delete information about them. For example, a diagnosis made by a doctor should
not be changed by the patient, because the doctor is held responsibltd¢aqorofessional
diagnosis report, and the patient record is the place where his report is stored.

So much private, personal information about you in some database that you cannot control
may be bad enough, but it is only the beginning. Just imagaiktifose different databases,
all your email and phone communications, your credit card and banking transactions, your
online video, music and book orders, your calendar, all your movements in the public transport
or on the road, your fingerprint, the p® you have contact with, and finally your medical
records are all linked together. Yes, that is right, linked together to get one big picture of all
that is you. That is possible with todayos
advanced coputer programs will be able to make an estimate of your role and activities in the
social networks you are part of, and will be able to make better predictions on your behaviour
than you yourself would be able to. And all that data is collected on ydhwuwigou being in

control. That is our situation in the Netherlands, anno domini 2010.

Of course, no institution has the legal authority to combine all those data sources and to
access all that information about you. Maybe the secret service, but who. Kbrosvsf the
nice properties of digitised data is that it can be stored indefinitely, replicated without limits,
and sure you feel fine about your data being stored indefinitely, without being in control,
without knowing for absolutely sure how that daifi be used in the future.



So, our government has a huge responsibility, one it might not be able to handle. | feel that
such a responsibility should be felt deeply within the government. They should not create
databases when it is not absolutely neces3dry database containing the fingerprints of all
Dutch citizens does not provide mucbnfidence. Nor does the plan to store all public
transport usage information of individuals for seven years. The EPR is no exception to this: the
web application that muld enable patients to see which doctors and institutions did access
their records is not yet ready, but despite that fact, the government wants to roll out the EPR as

soon as possible.

All data communications for the EPR are secured and encryptedelddtdnstores are not.
With yesterdaydéds technology, it is possible
much, much harder to steal medical records or to gain unauthorised access. Those technologies
should be used for such sensitive datmedical records. Fairly good is not good enough. It
should be excellent, because it should be secure even in the technological world of tomorrow.
And yes, | understand that doctors want to be able to access the medical records in cases such
as emergenciex when the patient is not conscious and cannot give access himself. But giving

them the possibility to just gain access to any record by default is wrong.

| like the EPR and its potential possibilities. But | would rather control the data myself, or at
least see a more secure implementation with encrypted storage and biometric access controls.
Governments are not aware of their moral responsibility in an increasingly technological world
which they fail to understand. | am not sure how corporations wilpeoenwith projects such
as Google Health and Microsoft Health Vaulioften comes down to usability for the masses,
what makes corporate designs similar to governmental designs. We might need a completely

new, open, secure design for sharing and coirtgothis kind of personal data.
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2. Introduction

2.1. New technology, new politics

Your medical records and your genetic information are yours, and are confidential. Both are
related toyour health and life expectancy. A breach of confidentiality would infringe yo
privacy, but a lack oinformation availability could endanger your life. Governments are
involved in regulating the emergirigjectronic Patient Records (EPR) and genetic databases.

That makes the regulation of health privagyoditical issue.

Those wio opt out, are they critical of government control and proponents of individual
liberty? We wonder which kind of people they are, and how they think about politics. Which
political attitudegdentify the optouters? And, when trying to answer this questwinat do
we exactly mean when walk about political attitudes?

The EPR, also linked to health privacy, is a hot political issue at this moment. The social
relevanceof the political attitudes of ogiuters is easy to grab. Politicians, civilians anckksot
are trying to finda balance between government control, health, and privacy. A better
understanding of the relationshilpstween political preferences, privacy needs, and centralised
health information can improve publicanagement of health informeat.

The scientific relevance touches a few different areas. Most public opinion research and
discussioron the EPR and genetic databases has been done by medical researchers and
computer scientists. Thmolitical aspects of the public preferences are paoeiched. We
know that most people favour the ERfRLt is there a linkage to political attitudes? For
example, do leftving voters, on average, prefer the ERRBre? This question is not yet
answered by political scientists because the introduction &Rifeissuch a recent
development. Similar genetic issues, though, have been included in some surveys. The
guestion is probably part of the bigger quest to understand the relations between political
attitudes andhe priority given to health privacy. Exisg theories that explain the
interconnectiondetween politicahttitudes and health privacy issues are mostly characterised

by their lack of existence. This research ttesxplore this terra incognita.
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2.2. Reading Guide

Not much, if any, scientific literatre on the relationship between political attitudes and
health privacy existdVhy this is so is explored the next sectianThis lack of knowledge

means also thattaeory must be developed from scratch.

Luckily, somefoundationdor sud a theoryarepresentConcepts such as privacy, political
attitudes, an@&PRs, are well covered by scientific literature. That means that a new theory
should use already accepiedights and corepts. It is usual to first present an introduction
and a extensivditerature review to explore the current statscientific knowledge. But in
this case, the current knowledge is mostly void. The literature regessmore as an overview
of the buildng blocks of my theorg it gives an idea of current insighds privacy, political
attitudes, and the role of government. As such, it acts more as a backgroueftteente

section.

If you are already familiar with theories on privacy and politicaluatés, you should skip
the literature review. If you have knowledge of current developments of electronic health
records, then you should skip the chapter on the current state of health databases. And for those
that know how political parties score on pgyathe chapter on privacy and politics in the

Netherlands can be skipped.

3. Previous work

Health privacy is a subclass of privacy in general, but it is quite new and the concept needs
special treatment. In short, as personal information on your health eedmmised, new
privacy issues emerge. You cldealthPrvax@l aonorma @d o u
18. Data on health privacy related to political attitudes is scarce because elattedisal
records arsovery recent. Only verfew nationshave implementeBPRs So, the subject is
too recent to bsubjectedo social research, and the number of countries is too small to have
attracted many researchers and their surveys. This dedipel sword has eliminated the

possibility of any datasets that contains both data on political attitudes and health privacy.

Sometimes, it is even difficult to find datasets that contain data on both political attitudes
and o6tradit i olRroaekainpleg the Woddc\Values Susvey elaes not include

privacy issues, although some other surveys do.

The surveyslesigned by medical researchengprmation scientistand public opinion

expertsonly measure the popularity of medical records and how péagll@bout a number of

12



practical issues; they do not care about political attitugemmples of such surveys atene
by Pollara and Earnscliff003, Rynning(2007), Public Opinion Strategig2005, Westin
(2008, UMR Researctf2008, Maurice de Hond2009, andTNS NIPO(2009.

And mostly all surveyend theorieslesigned by social scientiste not recognize health
privacy as a separate concept. Examples\&stin(2003, Margulis (2003, and theNKO
(2006. Those that donention health privacy asseparate concemuch asdustead and
Goldman(2002, Solove(2002, Cross(2006, Tanne(2008, andCastleand DeBusK2008,
do not explore the relation with political attitudes.

| could only find one weak exception: the British Social Attitudes Suriieg BSAS is a
well-knownand widely used data source. The inclusion of health privacy questions might be
inspired by the fact that the UK is one of the first countries to use electronic health databases.
Still, while a lot of questioneelated to political attitudes are available, the number of questions
related to health privacy is very lodv only one question. In fact, no questions on medical
records are included, just only one question on genetic databases can be found. Also, the
number of years in which health privacy questions were included is very small. This means

that the BSAS is not very eful as a data source.

Not a survey, but a study nonetheless, was done in The Netherlands_Ragttbeau
Instituut (2009, ordered by the pper House. The study was qualitative, so the results are not
representative for the Dutch population. One interesting finding of the study is that higher
educated persons are more likely to object to the inclusion of their personal data in the

electronicmedical record.

This lack ofuseabladata introduces a necessity to colleetvdata.Then a new theory on
the relationship between health privacy and political attitudes can be {Hsideans that a
new study must be designed. The building blocksiohsa study areoncepts such as privacy

and political attitude. Thereforefitst present a literature review of these concepts.

4. Literature review

This research deals with a number of subjects that are already well described in the social
sciences. Liteature exists on political mulixial positioning or political space, and also on
privacy. Useful literature for this research, in which concepts and subjects used in this research
are explored, is summarized in the subsections below. Also mentionedparéaim surveys

and data sets relevant to this research.
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4.1. Political space (attitude mapping)

Different positions in the political space can be represented using a simpleftigime
dimensional model, but many social scientists did not find this sabsja&arly in 1939,
Leonard W. Ferguson identified three factors (dimensions): Religionism, Humanitarianism,
and Nationalism. Hans Eysenck published his i®ekse and Nonsense in Psychology
1956. He found two factorfagt owh) chnded hameaer 6 R
Mi n d e d nfactg. ©ddly, Totating the graph of Eysenck 45 degrees renders the same
factors of Religionism and HumanitarianishFerguson. Other twaxial models followed
suit, like those of Milton Rkeach, David Nolan, Jeff Greenberg & Eva Jonas, Jerry Pournelle,
and Ronald Inglehart. An eiglixial model was proposed by Patrick Mitchell. An example of
a twoaxial map iggivenin Figurel.

individualism

anarchism radicalism capitalist
individualism

social
democracy

RN

collectivism

rd
state . .
communism fabianism

totalitarianism
Figure 1. Politicalmapinfi The FI oodgat @hristie dnd Meltzen, 19T0y O

The model of Inglehart became very wiatlown and often used for its application by the
World Values Survey. His twdimensional model can be used to mafuesof individuals,
and also to copare the values of populations in different countries. On the vertical scale,
values of religion, authority, and tradition dominate. The bottom is represented by traditionalist
positions such as patriotism. The top eésupied by secularism and ntmaditionalism. The
horizontal scale measures the transition from industrialism teipasstrialism. The left side

represents industrialism and survivalism, and the need for physical security. The right side

14



represents thepen sefexpression and postaterialism that results from the wealth in post

industrial societies. The right side is associated with trust and tolerance.

The political spectrum or political space can be graphed quite easily wheraaiahmodel
is used. The multiple twdimensional models have given rise to a number of political
spectrum graphs. The Inglehd¥telzel Cultural Map of the World is famoas it groups

cultures together using the two dimemsidhat are measured by the WVS.

In The Netherlands, a map well known by the public is theaxal model used by the
Electoral Compass (DutcKieskompas The academic director isndré Krouwel, a political
scientist. The two axes are the conservatipeogressive axis and the léfright axis
(Kieskompas2010. The model is very useful because the map is often updated to reflect

actual party positions.

The British Social Attitudes Survey | ists
andwal ues scal esb. These di mensi o-ax@alnmodelsw s ome
mentioned. The dimensions are:

Left T right scale
Libertariani authoritarian scale

Postmaterialist materialist scale
Welfaristi individualist scale

15



4.2. Privacy

Holvast(2009 provides an overview of the history of privacy. The abstract of his chapter
History of Privacyin the multtauthor bookThe Future of Identity in the Information Society
provides an excellent introduction into the concept of privacy. | could mbire the

wording, so | replicate the abstract in its original form:

Di scussion on privacy issues is as old as mail
and home, it soon evolved in the direcgtion of
the American lawyers Samuel Warren and Louis Brandeis described the right to privacy in a
famous article: it is the right to be let alone. In 1967 a new milestone was reached with the
publication of Al an Westinds Fyintermmgofseland Fr ee
determination: privacy is the claim of individuals, groups, or institutions to determine for

themselves when, how, and to what extent information about them is communicated to others.

History of privacy makes clear that there is a styoalationship between privacy and the
development of technology. The modern discussion started with the use of cameras and went
on to include the development and use of computers in an information society in which
personal data on every individual is catted and stored. Not only is it a great concern that
privacy is eroding but also that we are entering a surveillance society. This loss of privacy
seems to be even more the case since the protection of privacy is strongly dependent upon the
political will to protect it. Since 9/11, however, this political will wevlitle is oriented more
toward the effective and efficient use of technology in the battle against criminality and
terrorism than it is toward protecting privacy. Therefore it is time tevalwate the use of
technology and the protection of privacy. It is not only privacy that is at stake but above all

democracy.

Westin(2003 also defines privacy as the claim of an individual, social group, or association
to determine what information about Hsetf/itself should be known to others. He writes that
Aprivacy is frequently determined by the iIindi:
withdraw from society when they wish; the | ow:
the famous, anthe politically powerful are also the people whose privacy is most assaulted by

the medi a, political rival s, government i nves:
aspects of personal privacy needsologclfamily | i1
makeup. o0 As a result, fAthe individual 6s needs

16



After giving a historical overview of privacy developments, he concludes his article with the
comment that privacy i s a qual i tepntlefqualty f e t

ofciviclifeinthe2f'cent ury. o

Privacy can mean a lot of different things in the literat8move(2002 mentions six

general headings:

1. The right to be let alone (from Samuel Warren and Louis Brandeis).

2. Limited access to the selthe ability to shield oneself from unwanted access by
others.

3. Secrecy the concealment of certain matters from others.

4. Control over personal informaticrthe ability to exercise control over information

about oneself.
5. Personhoodt he pr ot e qérsomaliy, individuality,eaddsdignity.
6. Intimacy-cont r ol over oneds intimate relati
Woven into these six headings is physical privacy, or the ability to shield your body from

unwanted accesb.n t he Amer i chenghtoithe paoplettaube seocure jn thiirt
persono i s guar ant e €ldeDutch cangtitatiors rmoneexplibitina me n d me
article 11, where the ¥moliability (or; integrity of the body is guaranteeaf)the human body
is protected Current research on bodily integrity and the relationship between the body and
citizenship is primarily doutsheorn2008 epensileen 6 s st
working paper with AEuropean states Mary wi
women over their own bodies and in guaranteeing the basic human right of integrity of the
bodyd and remarks that fAthe issue is stildl

Margulis (2003 gives an overview of the concept of privacy and cuttteedries about
privacy in his articld’rivacy as a Social Issue and Behavioral Concklet describes what
privacy is and what privacy does, the costs of losing it and the-potital aspects of

privacy. A summary of his article follows:

Defining privacy is tricky because the concept is elastic and a wide variety of definitions
exist. Privacy can be seen positive as beneficial for individuals and society, but some authors
warn for negative consequences such as the protection of criminals anddiegdis (2003
combines two different theories of privacy, and he finds many overlapping characteristics. The
limteddaccess approaches fAdiscuss how individua
themselves. Both theories describe our need for priv@aycantinuing dynamic of changing

internal and external conditions, t o which

'Du t cldder he@ft, behoudens bij of krachtens de wet te stellen beperkingen, recht opstbaartteid van
zijn lichaamo
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uni ver s al characteristicso but fithe forms t hat

The attempts to regulate privamay be unsuccessful.

Privacy benefits on the soemlitical level include opportunities for political expression,
political choice, and participation in associations such as family and religion. At the
psychological level, privacy is important for sodigeractionand a healthy setefinition.
Losing privacy can result in stigma. A stigmatized individual can be the target of negative

stereotypes and discriminatioMdrgulis, 2003

The social importance of privacy has diverse aspects. Democracy stsappy, and
supports, privacy. Not only individuals have a need for privacy; groups and organisations can
also have a need to keep some of their information private. Balancing the interests of
individual privacy against public goods (such as law enfoecg)jroften results in less
individual privacy. This may be caused by the framing of individual privacy, while whole

groups and even the whole society benefits from privacy rigitsglulis 2003

TheWorld Values Survey 0 es not cover privacy issues dire
has been conducted since 1981 in four waves throughout approximately 80 nations. While
surprisingly excluding questions that death privacy and surveillance, we are able to take
guestions about trust, governance, authority, relationships and gender from the WVS. This
all ows us to see how countries6é scores on the:
and surveillance. Wwill be able to hypothesize whether or not different cultural values elicit
di fferent att i tZurike StalkercamdesEmit2006 p.12y Tdoair yesearch(is
finished, but the summary repofithie Surveillance Projec2006 does not mentiothe
promised correlation between the WVS data and their findings. This will be done in their book
(Zureik, Stalker, Smith, Lyon and Ch&010), which is forthcoming.

TheBritish Social Attitudes Surveloes include multiple privacy questions. For example,
the questionnaire contains the Adlikelihood of
insurance. 0 This means that this data set all

opinions, including health privacy.

4.3. Health Privacy

An important subclassf privacy is health privacy. This is sometimes recognised in law: the
USA federal government has issued kMhedel State Public Health Privacy A&ostin, Hodge

and Valdiserr(200]) explain the model act, and comment that existing state laws are
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inconsigent and inadequate. They also stress the importance of health privacy for the quality of

public health.

Health privacy mostly concerns medical records and genetic informi&taongulis (2003
di scusses O0genetic pri vacyiflegslatide proteatianbfons t h
healthi nf or mati on privacy. o He calls the fAgene

battl eground. 0

An example can be found in the Dutch constitution (sé®)8 The physical invi@bility of
the human body is made explicit, bthe constitutionit is not explicitly extended to
(medical) information about the human boiifie professional secrecy for medical
practitioners is arranged in other (secondary) laws, such as the medical coatiad.prais
forces medical professionals to protect the medical records of their patients, but health privacy
as a fundamental basic right-a-visthe government is not made explicit.

A famous case in the USA Jacobson v. Commonwealth of Massachug&@85). The
Supreme Court decided that the government can enforce vaccination if it is necessary for
public health. In such caseghen a germ is affecting a large part of the populattoa,
common interest (herd immunity) is held more important tharvidoal bodily integrity But
in another cas&ucht v. King(1922), the Supreme Court ruled that a public school student
could not be forced tbavea vaccination because no danger to public health was privkmet.

on these and other cases are descrilgediuory (2002).

Castle and DeBusf2008 write about nutritional genomics and the ethic difficulties which
face registered dieticians. Electronic health records often contain genetic information, but US
feder al privacy pr ot e privacyoconcerns notoonly affectésolated i ma |
individuals. Genomic disorders often affect whole families. Medical records can reveal family
i mplications, |ike Aincreased risk of Al zhe
problem noted b astle andeBusk(2008 is the problem of unsolicited information: after a
genetic test for some problem x, the doctor might see test results for some other illnesses y.
The patient might profit from practive treatment for y, but maybe he/she does not want to
know about the problem. Patients who can read their own medical records might face such

unsolicited information.

An example of a group that advocates health privacy is the Americantbeakld Privacy

Project. Hustead and Goldma@002 discern four componés of medical information

2 http://www.healthprivacy.org/
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privacy protectionl) access?) use,3) disclosure, and) storage and security. They also stress

the importance of nediscriminatory use and adequate legislat®oldman and Hudson

(2000 recommend both setegulatory polioe s and better | egislation i
and confidence in both traditional health care aswelllagea | t h acti vi ti es. 0

Hustead and GoldmgRa002), Solove(2002, Cross(2006, Tanne(2008, and others also
stress the importance of new legigla. The emerging technological possibilities must be
covered by lawCastleand DeBusK200§ advi® fistri ct control s around
records to ensure that RDs can make the most of the benefits of electronic record management,

while gainingthe | i ent 6s trust that private health rec

4.4. Opting in, opting out
Difference of opinion exists about opting in or opting out. Privacy proponents argue that an
optin system offers the best privacy safeguards, while those who foche begt patient care
possible like opbut systems best. An example of this discussion is givéldtgon and
Halamka(2006). In the editorial of the same issue of the BMJ jourNakheim(2006 agrees
withoptingout Al t 6s et hicablgpsooantd. boHepdéefentds th
paternali smd6 because fApeople do not al ways mal
However, the Royal College of General Practitioners strongly recommend-ensygtem

(Cross 2006.

4.5. EPRs and State Building

Freeman2002 p. 764) writes that #Ainformation pol i
kind of state building.o He bases his concl us|
technology, health care and expanding government administrativerterBy defining and
regulating the medical information infrastructure, the government increases the role of the
state. Such collectivisation could increase the power of the state over medical practitioners and
patients. But it esrmonelnd hbe mootte da Frelnaahg | fleg o f o c u
2002 p.765).

The internal contradictions of governmamaybe well illustrated by the findings diller
and Tuckel2009. They found that in the United States, electronic medical records are sooner
impl emented in states that | ack privacy regul a

hospitals cannot benefit from easily exchangi |
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the yearly adoption rate of electronic medical records is 1¥¢érlitnanin those states that

have state privacy laws.

4.6. Trusting the Government

Is trust in the government related to political attitudes or individual political ideoldd?
(1974 researched the American trust in their government. He concludedehanirican
voters are polarised, so that a Democratic policy will create distrust with the Republican voters,
and vice versa. A policy that would try to find a middle ground would create moderate distrust
with both groups. In such a situation, some distnith the Government is unavoidable. His
conclusion was attacked &itrin (1974, who males a distinction between trust in the
political system (governmental system) and the current policy of the current political party in
office. This kind of discussiois typical for the topic of trust and government. Trust is hard to
define, and even harder to measiralton and Klingeman(R007, p. 353) say t ha
trust when viewed from the individual M evel
even more randomly distributed between soci

know much yet about the factors that influence trust in the government.

Trust in others might be an altogether other variable than trust in the goverKitieridy
(2005, using data from the World Values Survey and the Worldwide Governance Research
Indicators Dataset, concludes that trust in government does not have a statistically significant
correlation with the level of social trust (trust between people)., Aisolevel of trust in the
government is not necessarily indicative of the quality of governance.

Il s oneds willingness to |l et the state orga
government? Maybe it s, buti ctane tanubsitgou iatnyd
but related trust in the governmental system and the guiliatians who make up the
government do little to make the idea verifiable. Trust in the government is a related but too

vaguea concept to be of much use.

5.The current state of health databases

The unified concept of health privacy includes both genetic privacy issues and medical
records issues. Therefore, | include both genetic databases and medical records in the more
gener al term O0heal tahdwbespreat axesheaith databkisesin opro p ul a

society? Which problems and issues do practitioners and societies face?
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5.1. It started around 2006

General public interest in electronic health records can be shown to have started in 2006. In
that year, many peopstarted to submit queries to Google on that subject. This can be
visualised using Google Trerdfigue2s hows the results from the s
health recordo (tak-204)from the internet at 20

Caar~h Valima inda Canala ranede
Search Vaolume indax Google Trends

electronic health record

2009-10-14

Figure 2: Google Trends: electronic health record

A similar query, now for the phrase felectrol
already searched online for such information since 2004, but this phrase seems to get a bit out
oo vogue. The spike in 2006 corresponds with t

health recor do:

Caar~h Valima inda Canala ranede
Search Vaolume indax Google Trends

2009-10-14 electronic medical record
Figure 3: Google Trends: electronic medical record

Because this research is conducted in the Netherlahdsgdddedthe queries in the Dutch

languagd Theyarecalled el ekt roni sch patientendossiero (irf

3 http://www.google.com/trends

“The correct spelling is fipato+héecdabsée thichoosel ndesetrh
catches common spelling errors and computer encoding problems.
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patientendossiero (in blue). Both queries m
variation possible. A single spike at the end d&ihdicates the start of the public discussion
on EHRs in the Netherlands:

Search Voluma index Google Trends

2004 | 2005 | 2006 | 2007 | 2008 | 2009
elektronisch patientendossier
2009-10-14 electronisch patientendossier

Figure 4. Google Trends: ele[c|k]tronisch patientendossier

This, of course, creates just a first impression. Health information was digitised long befo

2006, ass shown in the next subsection.

5.2. Popularity and use

In the year 2000, I celand fAisold the medica
private medi cal CNNelermld KesshlRO@Jo loefaradmas a hoMmogeneous
populaton and a detailed history of family linkages. DeCode, a private medical research
company, will use the information to undertake unique genetic research. Many physicians
criticised the selling of sensitive information and were concerned about the réletiieen
medic professionals and their patie#aother concern is the level of control that is given to a
private company. Not only has the Icelandic government handed over the control of genetic
information, t also makes it hard or even impossible ford parties to access the information.

Such acts could evoke public resistance, and gaining public approval by means of a referendum
would seem appropriate. But no such referendum was heldharncelandic population isot

very concerned: only five peent has opted out.

Genomic information is often stored in medical records. Current public usage of Electronic
Patient Records (EPRS) is limited to only very few nations. The United Kingdom was one of
the first to implement a nationwide EPR system: thgept@f the National Health Service
started in 2005Another early bird is Sweden: the Swedish National Patient Summary was

launched in 2009. Sweden has outsourced the implementatiwo 6 vendors, InterSystems
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and Tieto.The Canadian province Albert@as a largescale functioning network, but a
nationwide system does not yet exist. The USA is still struggling to implement electronic

records. Some other nations are preparing for the implementation of EPRs.

Public opinion polls measuring the willingnassallow personal health information to be
stored in electronic databadesve been helth manycountries. Because the polls did not use
the same questions, the results are not comparable. The general impression, though, is that
health databases are ptgyuwith the public.

It is hardlyresearched how support far BPR is linked to political allegiance. One of the
few surveys that questioned both EPR support and political attitudes came to this conclusion:
ASupport f or t heefnawokk artexclamge is strongy énd consistgnp
regardless of political affiliation, age, education, or s@&cic o0 n 0 mi cPuldid Gpitians 0 (
Strategies2005. In the American twgparty system, 72% of the Republicans favoured the
EPR, and 71% of de Devurats likewise.

Table 1: Public popularity of health databases by country

Country Year Perc. Support in favour of Source

Canada 2003 78% genetic research database Pollara and Earnscliffe (2003)
Sweden 2005 80% shared, national HER Rynning (2007)

USA 2005 72% health information network Public Opinion Strategies (2005)
USA 2008 79% electronic PHR Westin (2008)

Australia 2008 82% individual HER UMR Research (2008)
Netherlands 2009 6 3 % electronic EPR Maurice de Hond (2009)
Netherlands 2009 8 5 % electronic EPR TNS NIPO (2009)

Some medics are less enthusiastic than the general population. Nearly 31% of the Dutch
MDs have already objected to the use of their medical information in electronic health records,
while an additionB25% considersloingso Katzenbauer2009. The main arguments of the
opponents are based on a lack of confidence in the privacy, security and maturity dkthe EP

They also regard the ER® a threat to their professional secrecy.

Dutch citizens are n@nthusiastic at all, according to Maurge Hond(2009. But a similar
research byfNS NIPO(2009 found theopposite DeVrijePsych(2009 explained this partly
by the fact that the survey of TNS NIPO was held before the resi{atzénbaue(2009
beame public. The survey of Maurice de Hond was held after the publication of many doubts

expressed by MDs.
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5.3. Storage and accidents

Privacy issues became even more urgent Biidsember 200,/whenthe UK government
losttwodies wi th Child Benefit data containing 0
l nsurance number and, where r e BERCwWmaws2007). b ank
While these were no medical records, it stillstrates the privacy and security concerns for
centralised databases. Only a year later, the USA would feeeen wors@rivacy
catastrophe. In November 2008, the medical records of millions of patients were stolen from
Express Scripts, a medical betefinanagement companydéw York Times, John Markaoff
2008.

In some cases, the threat of identity theft can be nearly as damaging as the actual theft of
medi cal records. I n 2009, hackers <cl ai med i
millionpre scr i pti onso from the US st aKrebsavid r gi ni a
Kumar, 2009. The authorities decided to shut down parts of the computer system, although

prescriptions could still be filled.

The Dutch decentralised data storage could beakeway to protect patient data.
McGilchrist, Sullivan and Kalrg2007) argue that accidents such as the loss of sensitive
personabata of 25 milliorcitizensin the UK in 2007 would not occur so easily when patient
data is stored in nttiple institutions, with multiple levels of security. A single, centralised

database is also a single point of failure and a single target for attackers.

Another reason for decentralised information systems is to prevent a rigid centralised
approach thamay conflict with local or specialised neeldsnietowicz (2007 writes that MPs
are confused about which details should be included in the two medical databases that were
operated in the UK. He quotes KevinrBm; MP, member of the Labour partgnd chaiman
of the cross party health cootheiNHSIEprogranim® hi g
h a stiffeid | oc al activity, 0 c auRelaxingcerirél contoltwillat i o |

make local trust and strategic health authorities feelmageaeged i n t he pr oj ec

The chip card used to get access to the Dutch EPR system was hacked in early 2009 by Erik
Westhovens, a security specialidé (Winter 2009. According to him, it was easy to hack the
chip cardd it took him just a few hours and serbasic equipmer@ because it uses an
undisclosed algorithm, while many argue that security algorithms should be open to enhance

public testing. The minister of health reacted by announcing a neweilNzhprfy 2009.
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5.4. Corporate initiatives

A recent develpment is the offering of personal medical record storage by companies such
as Microsoft and Google.

Microsoft HealthVaultas of 20091-07 still in beta phasévut launched in October 2007,
promote§i t s service as foll ows :siorsfayeuendyour e i nf or m
family. Store your health information in one convenient place and share it with others you
trust. You control your health information. You decide who can share it, and what they can
share. We always ask for consent before allowirgdher person or Web site to access health
information. o A major recent shaMagoeChng,afh or Heal

international renowned medical practid@imer, 2009.

Google Healthlaunched in February 2008, offers a similar serwath a similar privacy
policy”: AGoogl e stores your information securely
You are in control. You choose what you want
successful pilot project was carried outted Cleveland Clinic in Ohio. Other medical centres
were i mpressed: fc dnlthriesl liesd theaudlyt e rpeacddredh,t and
step in the drive toward amore conswoer i ent ed system of health cai
Halamka, chief nf or mat i on of fi cer o fNew York TirHes,ISteveer d Me d i
Lohr, 2008.

Kidd (2008 discusses the two EPR systems developed by the British government, and
compares them with the corporate alternatives. They seem to be rather optimigtib@bou

corporate offering:

ABut perhaps this whole devel opment by the NI
summary care record a®2@entury healthcare solution being overtaken by&htury
technology and increased sophistication in the useeofth nt er net i n t he commu
the choice of having governments create and exert a degree of control over your internet based
personal health record, and being able to do it yourself with a little help from Microsoft or

Google, which would you choo®ed

® Beta phase: when softwarefésture complete, biitas notyetreachedproduction quality That means that the
software stillneeds someide-scde testing sobeta software is often released to the public with a warning that it
is still beta and a request for early adaptors to fill in bug reports.

® http://www.healthvault.com/personal

" https://www.google.com/health
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Steinbrook(2008 also describes the rise of these company owned health record services. He
ends his article with some caution: Alf <con
exploitation can be allayed, this nascent enterprise should have dasenoot bi rt h. 0 An
slightly cautious overview is given yanne(2008. She enumerates some risks such as the
lack of legal regulations and the problems that could occur when an EPR contains erroneous

information.

5.5. Introduction in the Netherlands

TheMinistry of Health ordered research on electronic patient records in 1997 or maybe even
earlier. In 1997, a memorandum was written by the ministry with some early ideas on the EPR
and on a communication netwodiqistry of Health 1997). These ideas were parihspired
by European projects, such as the CEN n&iY 12018 Medical Informatican experimental

standard, also from 1997.

Serious thinking on the EPR began in 2005, afteMiméstry of Health(2005 presented a
blueprint for the development and ilementation. This blueprintasno longemased orone
big centralised database such as currently implemented in the UK, but it contained designs for
a central directory and communications system to exchange and access medical rismords. A
mentioned were other countries working on an EPR, such as the USA, the UK, Sweden,
Germany and Canada. After the presentation of this blueprint, discussions on the EPR were

present in the Lower House year after year.

The nationwide EPR was announcedhgdive on 200811-01. At this date, the Parliament
had not yet approved the plans, but the medical profession could then already test the
technology and the procedures, and citizens received a letter informing them of the plans and
explaining them how topt out if they would not participat&he last few monthg&s of 2010
03-03) the Upper House has voiced many sceptical questions and approval is not yet certain.
The recentall of the cabinet (government) on 2002-20 could have some influence
Decisian making about sensitive issugashalted until after the elections and a new cabinet.
A number of issues are markly the parliamenas sensitive or controverdlahithoughthe
EPR isnotone of themthe Second Chamber has had no time to debatissue, so it will be
handled by the next parliament and cabif#tl, anew cabinets likely to have fresh ideas
abouthow to continue with the ERRspecially after themany questions raised by the public

and the Upper House.

8 http://www.tweedekamer.nl/images/Lijst_van_controversiele_onderveetpeh@029%@ pdf
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6. Privacy and politics in the Netherlands

Privacy Internationais a London based watchdog organisation. Government and corporate
intrusions on privacy are recorded and compared, and an international privacy ranking of
countries is published on their websitevw.privacyinternational.orgn their ranking, both
the Netherlands and the United Kingdom (both have introduced an EPR) score low on privacy.
Germany and ltaly are doing better, and Greece has the best privacy sber&wfapean

Union members, according Ryivacy International2007).

Individualswho care about their health privacy are likely to have a preference for parties that

upheld privacy. But which political parties care about privacy in the Netherlands?

6.1. Dutch election programs

Political interest for EPRs can be measured in different ways, like counting how often
politicians touch the subject in the media. To get a quick first impression, it is easier to study
the most recent political party election programerd-follows a short lexical analysis of the
Dutch programs for the parliamentary elections of 200@22. Note that the analysis is done
very roughly, because the only objective here is to get an impression of the recent state of
affairs. For each politidgarty, | showl) how much attention is given to privacy issues, 2nd

if any attention to electronic health records is given.

Geachie Cyberdokter, Straks kan iedereen zien dat Geachta D. Stutterhaim, )
Ik maak me ermstig 2oTgen over ik bij u in therapie ben en Wees garust, ik bewaar geen dossiers
het Elektronisch Patiénten Dossier. antidepressiva slik! van mijn patiénten, anders heb ik te
Hoogachtend, weinig schijffruimte voor mijn porno.
D Stutterheim Hoogachtend,
Cyberdokter Sigmund

i
L]

Figure 5: Sigmund, a Dutch comic by Peter de Wit
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6.1.1. Privacy Count

For each political party which maddo the parliament of the Netherlands after the elections
of 200611-2 2 , | have counted the figpatpureWwherya of t h
proposal with negative conseqdque nherlsountedit pr i
as a negave numberThe source of the electios the study of Leiden political scientists
(Leiden University2006) The results are shownirable22 Count of &éprivacy
platforms A list of party descriptions, seat numbers, specific texts and other details can be
found in the attachmeritt: Dutch elections of 2006n pages9.

Table2z Count of O6privacyd in the 2006 pl a
party + - rank
(abbr)
CDA
PVV
VVD
PvdD
SGP
CuU
GL
PvdA
SP
D66

=

O oo~ WONEFEEFRPODN
O OO OO0 0O0OO0OO0o0OWw
g oo~ WNRE RO !

Of these parties, the following partiésl mention and favour the EPR: VVD, D66, and
SGP. For such a priva@wareparty as D66, this is striking. It comesasurprise that in the
paliamentary debate &01601-20, Koker Kaya t deBythe EBRuatip 0 s e d
patient privacy would be guaranteétdis surprising shedeparts from the party programine
buton the other hand, this is what voters woedgect from D66.

6.1.2. Analysis

The political interest in privacy issues and electronic health records at the moment of the
parliamentaryelectionsof 2006in the Netherlands is not very high, but a number of parties
show some attention to the subjectfitdt look, most lowranking parties have a Christian
and/or rightwing ideology, while most highanking parties have a secular and/or\gftg

ideology.

° Count executed on 20a¥%-14 using Adobe Reader.
9 putch: Handelingen 2068009, nr. 43, Tweede Kamer, pag. 3735®4
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6.2. Privacy Barometer

A far more thorough measurement of how much attention is given to privacy bggboli
parties is done by the Dutch organisatitivacy Barometef2010. The graph below is shown
on their website and is based on how parties actually act or vote on more than 37 laws,
proposals and discussion items. The CDA, again, scores very low, @lhiand SP score
fairly well. D66, a party which has a reputation of upholding privacy, is only doing less badly
than most other partie®f the four lowestanking parties, three are Christidime fourth is

the PvdA, a socialemocratic party.

www. privacybarometer.nl

Figure 6: Privacy Barometer, party ranking of 2010-02-12

7.Research question

The preceding paragraphs have given a first impression about how political parties think
about privacy and EPRs. But the subject of this study is not the pgbéidgl It is the
individual. Do someoneds political attitudes
This is the main topic of this study. It is also a subject that is noegearched (see®
Previous work For that reason, | have designed a new study. The central question of the study
involves the individual and his/her political attitudes. A careful wording and further elaboration

of this question is needed.

The main question dhis research is whether thmportancegiven to health privacy issues

such as health recordéregulated by the governmend correlated to political attitudes. For
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example, do individuals who favour aanthoritariargovernment also, in gerad, care less

about their health privacy?

But how do we specify political attitude and how do we measure a preference for health
privacy?

The individual political attitude can be determined in two ways. It cal) beeasured by
party allegiance, that igpting behaviour. Although this measures +eakld political
behaviour, it is a poor method to measure
exi st that exactly mirrors oneos -patydwpteins. c a l

A more appropriate method 23 the mapping to a position in the political space. This political

o

space can be represented using one or more dimensions (axes). This is explained in more detail

on pagel4.

Thus, to satisf both methods to measure individual political attitude, two subquestions
neededansweing. First, which political parties are votéat by those concerned about health
privacy issues? And second, is there a correlation between individual padigotdgcal

variables (political position) and the health privacy preference of the individual?

These correlations might be dependent on culture and national political and health traditions.

This researchwvasheld in the Netherlands.

The introduction suggesteddttthe health privacy is just a subcase of privacy issues in
general. Such an assumption might prove false. Health privacy could, in theory, be unrelated to
other privacy preferences. To test this, a third subquestisasked. Is there a linkage
betweerindividual health privacy preference and between the individual stance towards other

privacy issues?

7.1.1. Summary

Main question: health privacy preference 2z political attitude

Sub question 1: health privacy preference 2z political party allegiance

Sub question 2 health privacy preference 2z political position / space / scales
Sub question 3: other privacy preference 2z health privacy preference
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8. Theory and expectations

Health records touch multiple privacy dimensions: secrecy, control and inti®aloyé
2002). Secrecy will be compromised if unauthorized access to the health record occurs. Control
will be difficult when medics, not patients, control the information in the patient relatd, (
2008. And often, patient records will contain sensitive informatioowa the intimate life of
patients. The individual weighs these privacy concerns against the possible private and public

health advantages to be gained.

8.1. Conceptualisations

A discussion of these concepts can be found in the Literature Review ohJahes

summary is intended to offer a clear understanding of the concepts as used hereatfter.

e Privacy: The claim of an individual, social group, or association to determine what
information about himself/itself should be known thears {Vestin 2003.

e Health privacy: A subclass of privacy concerning medical or genomic information.

e Other privacy: All privacy not concerning medical or genomic information.

e Health privacy preference: The preference given to health privacy, measussdng
if one likes or opposes the electronic health record

e Other privacy preference: The preference given to other prigaags

e Political position: A multiaxial position in the political space

e Political party allegiance: The political party one vdtas

8.2. Expected attitudes based on political dimensions

Oneds weight given to privacy is partly depel
othersandisthusrelattdo onedés political attitudes. A pol
described by the words o6l efté, oO6righté or Oce

parties and ideologies is not well represented by such a simpigyhaftlimension. A multi

axial representation of the political spectrum is more appropriate. | explain my expectations

usingthree ofthe four dimensions used by the BSAS (8del on pageld). | haveskippedthe

Awel §emrvs individuali smo axis because in the

Al eft vs righto axi s.

Please note that my thedshighly speculative, because no previous research in the field of
health privacy and political attitudes is known te.idere follows my theoretical expectations,

mostly based on common sense and intuition. This rese#sto falsify these expectations.
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8.2.1. Left vs right

| do not expect much difference here. Although Hging voters are more critical towards
governmentlprojects, leftwing voters mighbeopposeé because they are more concerned
about privacy issues. Probably, those voters nearethi@ewill have more trust in de
government, while ultraight and ultraleft voters will have a more critical attitude athdis be
more critical about electronic records on civilians in general. But it is hard to tell, because good

predictors for trust in the government do not exist (see pige

8.2.2. Libertarian vs authoritarian

It is easy to grasfhat statedriven projects appeal more to authoritarian voters, who trust the
government, than to libertarian voters. | expect a big difference between these two opposites in
respect to their enthusiasm for electronic health records regulated by thengewverfihe case
of EHRs administered by private companies might be different for libertarians. They usually
are fond of economic freedom and technological advancement, so when EHRs are controlled

by private organisations, they might like it.

8.2.3. Materialism vs postmaterialism

| expecedthat those who value material goods and headthld be less concerned about
privacy issue® at least, | expect them to be more readyaorificesome privacy if that
would result in better health care. But postmaterialistéddeseimore concerned with health in
general. So, although | expect materialists to show more support for EHRs than

postmaterialists, | do not expect this division to run very deep.

8.3. Therole of education, age, gender, and religion

Earlier researcdone bythe Rathenau Instituu®009 established that lower educated
persons do not object to the EPR, while higher educated persons are more likely to object.

There is no reason to expect different results from this study.

No earlier work is known to have foundedation of health privacy with genderage | do
not expect to find such relations, although it is always worthwhile to test ajasiground

variables

Religion might have a correlation with a preference for authoritarian government and, in that
way, increase the enthusiasm for medical recdrRésearch from thrivacy Barometef2010

showed that Christian parties score low on privacy in The Netherlands.
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8.4. The relation between health privacy and other privacy
ISSues
Thetermd h e a | t halrgadyhay thednyplicit meaning that it is a special kind of
privacy, not to be confused with other forms of privacy. It is reasonable to expect some
correlation between oneds health privacy conc:
issues; but the correlah might not be as strong as one would assume. Health privacy as a

standalone concept is further explored #h8on pagels.

9. Research methods and materials: The Health
Privacy and Political Attitudes Survey

9.1. A quantitative approach

Choosing between a qualitative and a quantitative approach is @apendhe objectives of
the studyThisresearchaims to correlate individual political attitudes to individual health
preferences. It tries etemine whether a measurable correlation exists between two variables

in a population. Such measurements call for a quantitative approach.

9.2. Design of the survey

The lack of a solid data source inspired me to create my own survey, one which includes
guestionon both political attitudes and on health privacy. This is not easy to do, because the
time and funds for this research are very limited. But a small online survey is doable. Which
means that the number of questions should be low, so that participamtiscliot fnefore
completing the questionnaire. Because of the practical restraints, | onlytHdgéth
speakers in The Netherl ands. I name this surv.
Surveyo (HPPAS).

The Obi g t hcovergrelphedth pnvacy2) gehecal privacy3) political
attitudes, and) some personal backgroundriablessuch as age, education, occupation, and
sex. The general privacy must not be overlooked. It needs to be contrasted with the specific
health privacy attitudes

Note that one might care not much about one?od:

organi sations over the government to regul ate
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health privacy preference mu s talthiinfoenatiordweth b ot h

government controlled databases and with private controlled databases.

| have tried not to invent my own questions. As much as possible, | want this survey to be
comparable with existing surveys. Besides not wanting-tovent the viheel, using the

guestion wordings from weknown surveys enables future comparative use of this survey.

How to measure political attitudes is a weditablished practice. The BSAS (British Social
Attitudes Survey) is a weknown survey from the UK with large questionnaire and big data
sets. To keep my research compatible withkethwn surveys such as the BSAS, Idiae
subset of their questionsskleceda few questions for each political dimension that appear in
recent editions of the BSAS. The gtiens taken from, or strongly related to, this survey are
mar ked with O6BSAS6 with the year and quest.i
copied them. The BSAS questions are adapted

appears, itisreplacd by t he Dutch word O6Nederl and. 6

The BSAS was designed for a tparty system, while the Netherlands have a Apdtty
system. So | includksome questions from a Dutch survey as well. Besides, because my
surveywasheld in the Netherlands,wasimportant for my survey to be comparable to an
important Dutch survey. One of the most important election surveys is the NKO, the
ONati onaommdeKzerk&bs which is Dutch for Dutch
NKO, though, has only a small questiame compared with the BSAS, so the pool of
guestions that can be used is smaller. Notwithstanding, the NKO question on euthanasia might

be useful to determine if healthlated seHdetermination extends to health privacy.

Health privacy questions shoulttlude a few of the questions the Dutch medical journal
@edisch Contaéwhich held its own survey targeted itsmedical audience<@tzenbauer
2009. These specific questions on the Dutch EPR allow for a comparison with earlier research

on the populaty of the Dutch EPR project.

The questionnaire itself is included in the attachments.

9.3. Therequired number of participants

Normally, around 1000 participants are required to get statistically significant results. A
number of ca200 ~300 participants cabe sufficient for smaller research projects with

somewhat | ower significance requirements. T
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guestion, and not a Ohow much exactlyd questi:

requirement, and in tuythe lower number of participants (a smaller sample).

9.4. Viral marketing

Using the internet for a survey makes it possible to use viral marketfagticipantsvere
offered the opportunity to invite a few friends by email. Viral marketing has the potential
reach many different persons and groups using the principle of six degrees of separation
(Milgram, 1967). This means that the chance of only reachingrikeded persons, which

would derandomise the selection of participants, is minimal.

To demembedwho was already invited generatd unique IDs from the email addresses.
So, Idid not store the email addresses without permission, but onlysta¢hirlpool hastf.
Such a hash cannot be reduced to the email address itself, but nonetheless is umique for

specific email address.

Closing the surveitad tobe done with some care. Some people might have unread
invitations in their mailbox. So, a week before the suwagclosed, no new invitationsere

sen. Participans did not havethe possibility to seshinvitations during that last week.

The surveywaslocated online athttp://www.egshquete.nl/

* An informal introduction to viral marketing can be foundhtp://en.wikipedia.org/wiki/Viral_marketing
2 http://en.wikipedia.org/wiki/Whirlpool_%28cryptography%29
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10. Results

10.1. Demographic Analysis

Does the sample offer a good representation if the population? This is evaluated in

demographic analysis.

10.1.1. Sample size and gender

Of the 218 respondents, 124 (57%) are male and 94 (43%) are female.

10.1.2. Survey running time

The survey started on 2009-17 and ended on 2002-17, so the running time was exactly
one month. Most responsesr&eecorded during the first two weeks of the survey. This is
likely to reduce the chance that new political developments or media coverage has had much

influence on the survey outcome.

10.1.3. Age distribution

The average age of the respondents was 36. Thalyislahtly below the average age of
the Dutch population, which was 38 years in 2003 (NIDI, 2003). But a visual examination of
the age pyramids for my survey and for the population at large reveals some differences. In my
survey, people aged 30 to 50 ammewhat underrepresented, while older people and

especially young adults are somewhat overrepresented.
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Figure 7: Age pyramid of the respondents, output from SPSS
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10.1.4. Age and gender

The age pyramid already showed that the female respondents are, on average, younger. This

is confirmed by the following query restitt

Table 3: gender and age
gender | age
f 32.3
m 39.5

Todet er mine the significance of this differ
independent samplegdst is performed.evenes test significance = 0,002 < 0,05 so equal
variances not assumed. In other words, the variability in age is of signtiifi@nénce
between the sexes (which is not good). Thail2d significance of thetest is zero, so there is
a significant differencef the variablegrinciple between malesrfean= 32,3;sd= 13,0) and
females fhean= 39,5;sd=15,9) (t(215) = 3,693p = 0).

10.1.5. Education

My survey selection method has led to a high number of higher educated respondents. Many
email invitations were sent to students and members of student associations. How does this

affect this study?

In the Dutch general population of B)®5% has a higher degté€CBS 2007). In my
sample, it is 138/218*100% = 63%. That is a very substantial difference with possible
consequences for the conclusions that can be drawn from this research. The studyeesults

morereliable for the higher estated parts of the population.

On the brighter side: 63% is closer to 50% than 25% is to 50%. This means that my survey

data is well fit to detect differences between the higher educated and the rest.

13 See SQL attachment, formula 1
¥ In the Netherlands: HB@ndWO
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10.1.6. Religion
This an overview of the number of differeatigious groups in the sampte

Table 4: religion

religion count %

0 not religious 121 55.5
1 believer 35 16.1
2 Roman Catholic | 18 8.3
3 Reformed 12 55
4 Presbyterian 4 1.8
5 Protestant 15 6.9
6 Islam 0 0

7 other 13 6.0

Alas, no Moslems are in this sample, while in The Netherlands, they constitute 5% of the
population (CBS, 2009). In the sample, a larger part is not religious or not a member of a
religious organisation (56% + 16% = 72%) thathiea Dutch population (42%).

Kerkelijke gezindten, 1889/2008
%

100
10%
6%
80 A%
60
40
20
0
1889 1930 1971 2008
not religious + believer Roman Catholic Reformed Presbyterian Protestant oiher

Geen kerkelijk Kath Her- Gerefor- Overige
- g:z?nndg e - liek . I:I vormd I:I meerd l:l PKN I:I gezi.ngf:en

Bron: CBS, Volkstellingen. (CBS, 2009) "Religie aan het begin van de 21ste eeuw”, Edited by Evert Mouw

eriginal graph in PDF file, downloadable from
http:/hwww cbs nl/nl-NL/menu/themas/vnje-tijd-cultuur/publicaties/publicaties/archief2009/2009-16-pub.htm

Figure 9: Religious groups (CBS, 2009)

10.1.7. Evaluation of the viral marketing and randomness

The viral marketing has worked less well then | had hoped for. Many respondents are close

to me, studying in Leien or close to my family or former work circles. The sample is still very

15 See SQL attachment, formula 2
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diverse, but the selection method could not prevent this lack of randomisation. Results from
this study are thus primarily applicableth@ groups that were preferred by the seect

method.

10.1.8. Summary of the Demographic Analysis

The sample is skewed towards high educated, atheist, young oftdesstudying in Leiden

Still, all age groups are well represented, as are women.

10.2. Statistical Analysis

The most important dependent variafi®/) is principle: the question whether, in principle,
one opposes]), is neutral (0) towards, or favours (1) the EPR. The theory identifies a number
of independent variables (IVs) that could affeihciple and those variables are analysed.
Also, I try to find empirically eventual correlations by using a correlation matrix. The variables
of influencearecombined in a general linear model to compare the strength of influence of the

various variables.

10.2.1. Political party dimensions

A correlation between pgraffiliation and health privacy hits the core of this study. The

results of the survey are given in the table below.

Table 5: political parties, absolute numbers

party votes principle objected longterm
PVV 6 17% 83% 33%
abstain 3 33% 33% 33%
D66 25 54% 16% 70%
PvdA 29 62% 26% 71%
SP 20 63% 18% 80%
n/a (not active) | 19 63% 11% 76%
PvdD 7 64% 14% 79%
VVD 22 66% 11% 84%
SGP 7 71% 14% 64%
GL 26 73% 13% 85%
CDA 28 73% 9% 84%
Cu 12 75% 17% 71%
not 13 96% 0% 100%
other 1 100% 0% 100%

Using the method dfieskompas(2010, one can create an ordinal ordering of the Dutch
political parties on two scales: [lgftright] and [progressivé conservative]. | have recoded

the originalparty variable to two other variab®sparty_leftrightandparty conservative

18 See §15.3Att: party encoding in the data file
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